YHPABJIEHME I'OCYJAPCTBEHHOI'O XUJIMIIIHOT'O HAJI30PA
TAMBOBCKOW OBJIACTU

ITPUKAS3

24.01.2018 r.Tam0oB Ne 03

OB ompenenenun yrpos 6e30MacHOCTH NepPCOHATBHBIX JAHHBIX, aKTyaJbHBIX IMPH
00paboTKe NepcoHANBHEIX NAHHBIX B HHMOPMALMOHHBIX CHCTEMAX [IEPCOHATBHBIX
AQHHBIX yIIPABICHH TOCYIapCTBEHHOTO JKHITHIIHOTO Haa30pa 00nacTu

B coorBeTcTBUHM ¢ yacThIO 5 craThu 19 DenepansHOro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHanpHbIX JA@HHBIX», C LeJIbI0 00ecleueH s eIMHOTO TTOAX0Aa K
ONpPENeJICHNIO  yIpo3 0e30IaCHOCTH MePCOHANBHBIX JaHHBIX, aKTyaJIbHBIX IIpH
00paboTKe NMEePCOHAIBHBIX NAHHBIX B UH()OPMALHOHHBIX CHCTEMaX [1epCOHATLHBIX
JAAaHHBIX B  YNPaBIECHUHM TOCYJApPCTBEHHOIO IKHIMILHOTO Haja3opa objacTy,
MIPUKAa3bIBAIO:

1. Onpenenute yrpossl 6Ge3onacHocTy MEPCOHANIBHBIX JAHHBIX, aKTyaJlbHbIE
npu  00pabOTKe MEPCOHANBHBIX JaHHBIX B MH(OPMAIIMOHHBIX  CHCTEMax
[ICPCOHAILHLIX  IAHHBIX  YNPABIEHHA TOCYIapCTBEHHOTO IKHJIMIIHOIO Haza3opa
o01acTy, U yTBEPAUTH COMIACHO PHIOKEHHUIO.

2. OmyOnuKoBaTh HACTOAWME TIpHKa3 Ha O(HULHAIBHOM caliTe YIpaBleHHs
FOCYAapCTBEHHOIO  OKHWJIMIHOIO  Haja30pa  o0nacTu B UH(POPMALHOHHO-
TEJIEKOMMYHUKAaLHOHHON cetH «HTepHeT».

3. Koutpone 3a wucnonneHuem HACTOSAILIEro IIpUKa3a BO3JIOKHTH Ha
3aMECTUTE/I] HavaJlbHUKA YIPABAE€HHS TOCYNapCTBEHHOIO IKHIIMIIHOIO Haz3opa
obmactu C.U. [IpoxoxuHa.

Havanenux ynpasnenus - 1 ) C.H.3axapues



YTBEPXJIEHBI
[IPUKA30M yTpaBIeHHUS TOCYIapCTBEHHOTO
JKHUJTMILITHOTO Haa30pa o6aacTu
ot 24.01.2018 Ne 03

Yrpossi
6esonacHOCTH MepcoHaTpHBIX AAQHHBIX, aKTyaJlbHbIE IIPU 00paboTKe [IePCOHANIBHBIX
A@HHBIX B MH(POPMALIMOHHEBIX CHCTEMax [ICPCOHAJIbHBIX JIaHHBIX YIIPaBICHUS
TOCYAapCTBEHHOTO JXUIUILIHOTO HAA30pa 06IaCTH

1. O6mue nonoskenus

1.1. ¥rpossl  6eszonacuocty HEPCOHANIBHBIX  IaHHBIX, aKTyalbHBIe IIpH
00paboTKe MepCOHANBHBIX NAHHBIX B MH(OPMALIMOHHBIX CHCTeMax [IEPCOHATBHBIX
AQHHBIX  yTIPABIEHHS TOCYAAPCTBEHHOIO JKUIHIIHOTO Hazi3opa obnactu (manee -
AKTyanbHbIC yrpo3bl Ge30MacHOCTH VCII/ln), ompemeneHsl B cOOTBETCTBHM Cc
9acTel0 S5 crareu 19 QenepanbHoro 3akoma or  27.07.2006 Ne  152-03
«O  mepcoHampHBIX AAAHHBIX», rocTaHoBneHuem IlpaBuTenscrBa  Poccuiickoi
®eneparn ot 01.11.2012 No 1119 «O6 YTBCPIKACHUU TpeOOBaHMH K 3aluTe
[IEPCOHANBHBIX  IaHHBIX MIPU WX obpaborke B HHPOPMALMOHHBIX CHCTeMax
HICPCOHANIBHBIX TaHHBIX», IPUKA30M DenepanbHoil c1yx6el 110 TEXHUYECKOMY H
OKCIIOPTHOMY  KOHTpomo (manee - OCTIK Poccun) or 11.02.2013 No 17
«O6  yrBepxaenun TpeGosanuii o 3alMTe  MH(QOpMalMK, He COCTaBIsOMe]
TOCYNapCTBeHHYIO TaliHy, couepxameiics B I'OCYIapCTBEHHBIX HH(MOPMAILIMOHHBIX
cucremaxy, npukasoM O®CTIK Poccun or 18.02.2013 Ne 21 «O6 YTBEPIKICHUH
CocraBa u copeprkanus OPTaHM3ANMOHHBIX M TEXHUYECKHX Mep M0 00eCIIeUYEHHMIO
Oe3onacHocTH TIEPCOHANIBHBIX JIAHHBIX TIPH KX 06paboTke B MH(OPMAITHOHHBIX
CHCTEMAaX TEPCOHANBHBIX JaHHBIX)», TIPHKA30M DenepanbHOl cyx6Ob! 6e30MacHocTH
Poccniickoit  ®enepanun (nanree - @OCB Poccun) or 10.07.2014 Ne 378
«O6 yrBepknennn Cocrapa u COACPXKaHMs OPraHU3ALMOHHBIX U TEXHUYECKUX Mep
o 00ecHneuyeHnro 6e30macHoCTH [ICPCOHATBHBIX JIAHHBIX TNPH HX 00paGoTke B
HHOOPMALMOHHBIX CHCTEMAax [ICPCOHANBHBIX JAHHBIX C MCIOIB30BAHHEM CPEICTB
KpUNITOTpaUYeCKOd  3aIuThI MHQOPMAlUY, HeoGXONUMBIX st BBIIIOJTHEHHS
YCTaHOBICHHBIX IIpaBuTensctBoM Poccuiickoii Denepaunu TpeGosanmii K 3allHATe
[IEPCOHAILHBIX JIAHHBIX U1 KaXKIOrO M3 YPOBHEH 3alIUIEHHOCTH», MeToauKoi
OIPECICICHHS aKTyallbHBIX YIpo3 6e30MacHOCTH [IEPCOHANILHBIX NaHHBIX 1IPU HX
00paboTke B MH(OPMAIMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIX, YTBEP:KIEHHOI
samecrurenem  aupexropa  ®OCTIK  Poccnu 14.02.2008, MeTtonnyeckumu
PEKOMEHALMAMY 110 pa3spaboTKe HOPMATHBHDIX IIPaBOBBIX AKTOB, OINpPEESIOIINX

YTBCPIKAEHHBIMU  PYKOBOJICTBOM  8-10 Lentpa ®CB Poccun or 31.03.2015
Nel49/7/2/6-432, Basosoii MOZICJIBIO yIpo3 6e30MacHOCTH NIePCOHAJILHBIX JAHHBIX
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IpH  uX 00paboTKe B UH(OPMALMOHHBIX CHCTEMAX NIEPCOHANBHBIX J[AHHBIX,
YTBEPKICHHOH 3amecTuteneM aupektopa OCTIK Poccun 15.02.2008, Baukom
AQHHBIX YIpo3 0€30MacCHOCTH HH(OPMALIUH, PasMEINEHHbIM Ha OQHUI[HAIBHOM caiiTe
®CTOK Poccun (http://bdu.fstec.ru), nocranopnennem aIMUHHCTpauuu TamGoBcKoii
obmactu or 18.12.2017 Ne 1248 «O6 ONpeNe/IeHHH yrpo3 06e30MacHOCTH
HIEPCOHANBHBIX NaHHBIX, aKTYaJbHBIX IIpH 00paboTke MepCOHANbHBIX NAHHBIX B
HH(OPMAIIMOHHEIX CHCTeMaxX [ICPCOHAIBHBIX JTaHHBIX B OPraHaX HCMOMHHTEIBHOMN
BJIacTH U B [I0ABEIOMCTBEHHBIX MM OPraHH3allUsIX)).

1.2. AKktyanbHble  yrpossl  Ge3omacHocTy UCTIdu  conmepxar nepeyeHpb
aKTYaJIbHBIX YIPO3 Ge30MaCHOCTH MEPCOHATBHBIX NaHHBIX npu ux obpaboTke B
MHOOPMALMOHHBIX — CHCTEMAX NCPCOHANILHEIX  MaHHBIX  (mamee - KCII[In)
YIPABJICHHUS TOCYIapPCTBEHHOIO KUIHILHOIO Haza3opa obactu (nanee - Vipasnenue).

1.3. Akryanbhsie YIpo3bl 6€301acHOCTH UCII/Is nomiexar aJlanTanuy B XoIe
Pa3paboTKu ViIpaBlieHHeM YacTHBIX Moeeit YIpo3 0e30MacHOCTH HepCOHABHBIX
AQHHBIX JUIsl K&XT10H HH(POPMALIMOHHON CHCTEMB] (manee - UC).

1.4. Tlpu paspaGorke uacTHBIX Momeleii YIPo3 0€301aCHOCTH MePCOHATBLHBIX
AGHHBIX TPOBOAUTCS AHANH3 CTPYKTYPHO-(YHKLHOHATDHBIX Xapaktepuctuk KC,
IKCIUTYyaTHPYEMOM IPU OCYLIECTBIEHHH Ynpasnennem GyHkumit u [IOJIHOMOYMH, a
TAKOKE TIPUMCHSCMBIX B HeHl MH(OPMALMOHHBIX TEXHOJOrHil ocobeHHOCTelH ee
(DYHKIMOHMPOBAHMS, B TOM uHcle c MCIIONIb30BaHMEM baHka HaHHBIX yrpo3
GesonacHocTH MH(OPMAIHUY.

.5.B wyactHOM Momenn YIpo3 0e30MacHOCTH MEPCOHANBHBIX TaHHbIX
yKa3blBaroTCs:

onucanue UCIT/TH u ee CTPYKTYPHO-(YHKUHOHAIBHBIX XapaKTePUCTHK;

OMHCAHUE  yrpo3  0e30acHOCTH  [EPCOHANBHBIX  JAHHBIX y4eToM
COBOKYITHOCTH NPEIIONIOKEHHUH O Criocobax, MmoAroToBKe U NPOBEJIEHUH aTaK;

OMHCaHHe BO3MOXKHBIX ysasBumocteii UC, crmocoGos pealusalvu  yrpos
OesonacHoctr  undopmanun  u HOCIEACTBUH  HapyumieHuH  6e30MacHOCTH
UHpOpMaL Uy,

1.6. O6bexramu uH(OpMaTH3anUy B Yipasnenun Boictynaior UC, umeromue
CXOMHYIO CTPYKTYPY M OHOTOYEYHOE NOAKIIOYEHHE K CETIM OBIIero TIOJIb30BaHUS H
(nm) HHq;-opmauuc)HHo-TeneKOMMyHHKauHOHHOﬁ ceru «Murepuer» (mamee - cers
«MHtepHeT») uepes BrbimeneHHyIO UHpacTpyKTypy — MEXXBEIOMCTBEHHYIO CETh
epenavyu 1anHelX TamMGoBcKkoit 061acTH.

1.7. B 3aBucummoctu or KOHKpETHOro o0bekra wuHbOpMaruzamun MC
Ynpasnenus nensres Ha 1Ba Buaa:

nokaneHas MC, paboune mecTa u 6Gasbl naHHBIX KOTOPOH pacrolioXeHbl B
npeaesax OIHOTO 31aHus;

pacnpenenennas MC, paGouue mecra KOTOPOH pacIoNoKeHbl B Mpejeiax
OAHOTO 311aHus, a 0a3sbl JAHHBIX XPAHSTCS U oOpabartbiBatoTcs B LlenTpe 06paborku
JMaHHBIX aJIMUHUCTPALMH 00IacTH.

1.8. Baznr JIaHHBIX HHpOopManuu, c HUCIIOJIL30BAHHEM KOTOPBIX
OCYLIECTBIAIOTCS  cOOp,  3ammch, CHCTEMATH3aLMs, HAKOIUICHHE, XpaHEHHe,




Lo

yTouHeHue (0GHOBIIEHUe, M3MEHEHHE) MEPCOHANBHBIX JAHHBIX rpaxnan Poccuiickoii
Denepanuu, HaxoAITCH Ha Tepputopun Poccuiickoii Meneparum.

1.9. BBon nepcomanbhex gammbx B UC U BBIBOA JaHHBIX u3 UC
OCYWICCTBIISIIOTCS. € HCIOJIb30BaHHEeM OyMaskHBIX U SJIEKTPOHHBIX HOCHTeeth
HHpopmauuu. B kauecTse SNICKTPOHHBIX HOCHTenelt uH(OpMarmu HCIIONB3YIOTCS
YYTCHHBIC CBEMHBIE HOCHTEIU MHOPMALIMK M ONTHYeCKHe auckd. Jloctynm
UCIIH orpanmyen [IEPEYHEM rOCYNapCTBEHHBIX MPAKIAHCKUX CITyXaIlHX.

1.10. Tlepenaya  nepconabuprx AQHHBIX B Jpyrde OpraHu3aldd U B
TCPPHTOPHAIIbHBIC OpraHbl  (hefeparbHBIX OPraHOB MCHOJHHUTEIBHOM BIACTH 10
CeTAM OOINero mMosib30BaHUS W (wm) cern «MutepreT OCYIIECTBISETCA C
HCTIONIb30BaHHEM  CEPTU(DULMPOBAHHBIX IIH(POBAILHBIX (kpunTorpadudecknx)
CPEACTB 3aIMThI HH(pOpMaLuy (asee - CK3n).

1.11. KonTponupyemas 3oma MC YIpaBieHuss MpoxXomuT o BHELIHEMY
TIEPUMETDPY OrpakIarOIIUX KOHCTPYKIMii TIOMEIIICHU .

1.12. Jins oGecnievenus K3 Ynpagnenus:

TOMEIICHHST  CO  CPEACTBAMHM  BBIYMCIIMTENBHOM —TEXHUKM 06opynoBaHEkI
3aMHUPAKOUIMMUCS BEPSIMH;

HCKIIIOYCHO  HEKOHTDPOIMPYEeMOEe  IpeGhiBaHIe IIOCTOPOHHUX  JIHL W
HEKOHTpONMpyeMOe mepeMelieHue (BBIHOC 3a npeznensl  K3)  kommbrotepoB u
OPITEeXHHUKHY;

AOCIIOJIHUTENILHO OPraHU30BaHO BUACOHABIIONEHME B Kopuaopax.

1.13. 3awmra nepconansueix manusix 8 UC YnpaBienus u cersx obmero
[I0JIb30BaHUS, IOAKITIOYAEMBIX K CETH «MurepHery, obecreunaercs CpeAcTBaMu
3awuThl HHGOpmanuy (xanee - C3U):

C3M or HecaHKUHOHMPOBAHHOTO Aoctyna, ceprudurpposanusivu PCTIK
Poccun, me wmmxke 4 YPOBHJ  KOHTPOJIL  OTCYTCTBUS — HeJeKIapUPOBAHHBIX
BO3MOKHOCTEH (nanee - HJIB);

CPEACTBAMH aHTUBUPYCHOMN 3allUTEI, cepTuduuuposanusiMu GCTIK Poccum,
He HWKe 4 Kiacca;

MEXCCTCBBIMM dKpaHaMH, cepTHGHUMpoBaHHbIMU DCTIK Poccun, ne Himke
3 Kiacca;

CK3M,  ¢opmupyroummu BUPTyalbHEIC  uacTHble  cetn  (VPN),
ceprudumposanusimu OCE Poccun o Knaccy KC 1 u Bolwue;

CHCTEeMamMM 0OHApyXKeHHS BTOPIKEHHUS He Hike 4 KJlacca;

CPEICTBOM TOCYJapCTBEHHOH CHCTEMBI oOHapyKeHus, OpeNyNpexaeHus u
TUKBUAAHH TIOCICJCTBUE KOMIIBIOTEPHBIX aTak Ha HH(POPMaLHOHHbIE pecypcbl
Poccuiickoit enepariy.

2. Xapakrepuctuky 6e3010acHOCTH MH(OPMALIHOHHEIX CHCTEM
NIEPCOHANTBHBIX JAaHHBIX

2.1. OCHOBHBIMH CBOHCTBAMH 6e3011aCHOCTH MHpOpPMaLMY SBISIOTCS:




4

KOHQUACHIMANEHOCTE - 06s3aTe/IbHOE IS COBIIONEHHS OIEpaTopoM MM
MHBIM TIOJIYYMBIIUM JIOCTYNl K MEePCOHAIBHBIM AaHHBIM JIHLOM TpeOoBaHUE He
AOMYCKaTh UX PaclpOCTPaHEHUs 6e3 COrIacHs CyOBEKTa MePCOHANBHBIX NAHHBIX HIIH
HaJIU4YHs UHOTO 3aKOHHOI'O OCHOBaHHU1,

LIEJIOCTHOCTE - COCTOSIHME 3alMMILEHHOCTH HH(OPMALMHK, XapaKTepuyemoe
cnocobHoctsio VIC obecreunpars COXPAHHOCTb M HEM3MEHHOCTh MH(OPMALHH MpH
TTOIBITKAX HECAHKLIMOHUPOBAHHBIX BO3JACHCTBUI Ha Hee B npouecce o0paboTKu Win
XpaHeHwus;

AOCTYMHOCTD - COCTOSHME MH(OPMALHUH, NpU KOTOPOM CyOBeKThI, UMeEOIIHe
1paBa I0CTyIIa, MOTYT pealn30BaTh HX GeCIpPeNsITCTBEHHO.

2.2.Mox axtyanpHBIMH Yrpo3amu 0e30IacCHOCTH IMEPCOHAIBHBIX JAaHHBIX
IOHMMAeTCA  COBOKYIIHOCTH YCIIOBHH U (haxTOpoB, cozmarommx aKTyaJlbHYIO
OMACHOCTb HECAHKUMOHHUPOBAHHOIO, B TOM YHCIe CIy4aWHOro, JOCTyHa K
TCPCOHAILHBIM IaHHBIM Ipu uX obpabotke B WC, PE3YJIBTATOM KOTOPOrO0 MOTYT
CTarhb YHUYTOXEHHE, H3MEHeHMe, GIOKMpOBaHHue, KOITMPOBaHHE, IpeloCTaBlIeHHe,
PaclpOCTPAaHCHUE NIEPCOHANIBHBIX JAHHDIX, @ TAK)Ke HHbIC HEIIpaBOMEpHbIE JIeHCTBUSI.

2.3. B 3aBHCHMOCTH OT cocCTaBa 00pabarsiBaeMBbIX [IEPCOHAJIBHBIX JaHHBIX U
THIA aKTyalbHBIX Yrpo3 HEOOXOAMMBIM YPOBEHb 3AlMILEHHOCTH [IEPCOHANIBHBIX
AAHHBIX 1t Kaxjoit UCIT/IH onpenensiercs HHIUBUOYAJIBHO.

2.4. Ins - UCIIAH  Yipasnenus aKTyaJbHBl  yrpo3bl  0€30MacHOCTH
NCPCOHATLHBIX NTAHHBIX TPETBETO THIA, HE CBS3AHHBIC C HATMYHEM HJIB B
CHCTEMHOM W NPHKIaJHOM I[IPOTPAMMHOM  OGeCIeYeHMH (namee - TIO),
ucnonezyemom B UC.

3. Ilpumenenue cpencts Kpunrorpadguyeckoii 3amrel UMHpOpMaIUK B
MH(OPMALIMOHHBIX CHCTEMAX [IePCOHATHHBIX JAHHBIX

3.1. AKTyaJbHOCTh MpUMeHeHuUs B UCI/Ir Vopasnenuss CK3U OIpeesieTCs
HEOOXOIMMOCTBIO  3aIUTHI TICPCOHANIPHBIX ~ NAHHBIX, B TOM 4HCIe [pH
MHQOPMAIIMOHHOM OOMEHe Mo CeTsM CBS3M O0ILero moJibL30BaHUs U (mm) cerm
«HHTepHeTY.

3.2. CK3U npennazuauens: AJSL 3alUMTBI MHQOPMALMHM OT JeHCTBUE co
CTOPOHBI JIHLI, He HMEIOIMX 1IPABO JOCTYIA K 3TOM UH(bOpMaIUH,

3.3. IlpunsTEIMH OPTAHU3ALMOHHO-TEXHHYECKUMHU MepaMH B YIIpaBleHHH
JIOJOKHA  OBITh  HCKJIIOYEHAa  BO3MO)KHOCTE HCCAHKLMOHUPOBAHHOTO  JOCTYyIa
MOTCHLHMAILHOTO HAPYIIHTENA K KiI04eBoi uHpopMarmu CK3U.

34.Tlpu  skcrimyaraumn  CK3U AOKHBEI  cobmonaTteess  TpeGoBaHus
OKCILTYaTallMOHHO-TEXHUYECKOH  JOKyMEHTaUMH  Ha CK3M u TpeboBanus
ACHCTBYIOIINX HOPMATHBHBIX MPaBOBBIX aKTOB B 0ONacTd peanus3alumd U
skcrtyaranun CK3U.

3.5. [lnn  obecrieyenust  GesomacHocTH [ICPCOHANIBHBIX  JaHHBIX @IPH  HX
obpaborke B UCIT/In ucnonesyiores CK3H, npoweaine B yctaHoBIeHHOM Iopsi/iKe
[IpOLEypy OLIEHKH COOTBETCTBHUSL.
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3.6. OObeKTaM¥ 3aIUTE B UCTIn ssensores:

[EPCOHAJIbHBIC TaHHBIE;

CpeAcTBa KpUInTorpaduyecKkoi 3aIuTh] HH(pOpMaIuy;

cpena pyHkunonuposanus CK3U (nanee — CO);

MHOOPMALIUSA, OTHOCAIIASICS K Kpunrorpadudeckoit 3amure MEPCOHANBHBIX
AaHHBIX, BKIIOYAs KIIOYEBYIO, MapOJILHYIO U 8y TEHTU(PULIUPYIOLILYIO HHGOpMaIuio
CK3U;

AOKYMCHTBI, NIeNIa, XypHAJBI, KApTOTEKH, H3JIaHusl, TEXHUYECKHE JOKYMEHTHI,
paboyne marepuainsl u T, I, B KOTOpBIX OTpa)KeHa 3aIIMIaeMas HH]OpMarus,
otHocsmasics Kk UCTTIn u ux KpUITOrpa)M4ecKoi 3aiuTe, BKIIOYas JIOKYMEHTaI[UIO
Ha CK3M wu wHa rtexuuueckme ¢ IPOTPaMMHBIE  KOMIIOHEHTBI  Cpeibl
GyHKIIHOHUpOBaHUS CK3H;

HOCHTem samminaemMoll MH(OpMarmy, ucnonesyemele B UC B mponecce
KpunrorpaQuyeckoil  3amure [ICPCOHATIBHBIX ~ JAHHBIX, HOCHUTEH KIIIOYEBOH,
MapoIbHON 1 ayTeHTUGUIUpYIOLIEii urdopmaru CK3U u TIOPSIIOK JIOCTYTIA K HUM:;

HUCIIOJIE3yeMble HHYOPMALMOHHON CHCTEMOM KaHaIL] (TMHUM) CBA3M, BKIHOUAs
KabeJbHbIe CHCTEeMBI:

TIOMEIIEHNUS, B KOTOPBIX HAXOMIATCH pecypest MIC, umeromue ortHomenme k
KPHNITOrpau4eCcKoit 3alliTe NepCOHANbHBIX AAHHbIX.

3.7. Peanuzarus yrpo3 6e3omacHocTH IIEPCOHAILHBIX JIAHHBIX,
oOpabarbiBaeMbIX B WCII/IH, onpenensercs Bo3MOKHOCTIMU HUCTOYHUKOB aTak. Ha
OCHOBAaHHH UCXOAHBIX JIAHHBIX 00 0OBEKTAX 3AIMHTEI 1 HCTOYHHMKaxX aTak B Tabnume |
ALt YIIpaBJIeHHs Onpeielie bl 000011 HHbIE BO3MOYXHOCTH HCTOYHHKOB aTak.

Tabnuna 1
O60o011IeHHbIE BOZMOKHOCTH HCTOYHHKOB aTak Ha/Her
1 2
1. BosmoxHOCTS  camocTosTe BHO OCYWIECTBIATE  cO3MaHME  CHOCOGOB  arak, Tla

TTOATOTOBKY M NPOBE/ICHHE aTaK TOJIBKO 3a MpeeIaMu KOHTPOJIMPYEMO# 30HBI

2. BO3MOXHOCTh  cCaMOCTOSTENBHO OCYWIECTBIIATL  CO3NAHME  CIOCOGOB  arak,
TOMIOTOBKY M NpOBeACHHE aTak B mpejenax KOHTPOJIMPYEMOH 30HBEL, HO 6e3 Tla
busmnueckoro AOCTyIIa K anmapaTHeIM CpeicTBaM (manee — AC), Ha KOTOpBIX
peanusoBansl CK3U u cpena nx GyHKIHOHUpOBaHUS

3. BO3MOXHOCTE  camMocToATe bHO OCYUICCTBISATE  CO3MaHME  CrOCOGOB  arak,
[IONITOTOBKY W NpOBENEHHE aTak B mpexesax KOHTPOIUPYEMO# 30HBI ¢ (usmueckum | Her
ZoctynoM K AC, Ha KoTopbix peamusosansr CK3U u cpena X QyHKUHOHHPOBaHHS

4. BosmoskHOCT npuBIekars CHCIHATHCTOB, UMEIOLIMX ONBIT Pa3spaGOTKM M aHaIH3a
CK3U (Bkmouas crenuammicros s obracTH aHanM3a CUrHAIOB JTHHEHHO nepenaun u | Her
CHTHAJIOB IIOOOYHOIO 3/IeKTPOMArHUTHOTO H3J1y4eHns 1 HaBogok CK3H)

5. BO3MOXHOCTB TIpHBIEKaTh CHCHHATHCTOB, UMEIOIIUX ONBIT pa3spaboTKH M aHAIM3a
CK3U (Bkmowas crneumamicros s 001acTH MCHONL30BaHUS s peanusauun arak | Her
HENOKYMEHTHPOBAHHBIX BO3MOXHOCTEI NPUKIATHOTO MPOrpaMMHOI0 obecreden s )

6. BO3MOXKHOCTb mpuBieKars CIICLHAINCTOB, UMEIOLUHX ONBIT Pa3pabOTKM M aHAIH3a
CK3U (Brmowas crneuuamicros p 00J1aCTH MCIONB30BaHUs JuIs peanusanumu arak
HEJIOKYMCHTHPOBAHHBIX BO3MOMKHOCTEI AMTapaTHOrO M MPOrpaMMHOTO0 KOMIIOHEHTOB
cpefibl PYHKUHOHMpPOBAHUS CK31)

Her
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3.8.B COOTBETCTBHM ¢ 06OGIIEHHEIMH BOBMOXXHOCTSIMH HCTOYHMKOB aTaK
(rabmuna 1) onpenenens: nse AKTYQJIbHBIC YTOYHEHHBIE BO3MOXKHOCTH HapyImurenei
U HApaBIIEHUs aTaK (COOTBETCTBYIOLINE aKTyalbHbIe yrpossl Jurt C) (Tabnuma 2).

Tabmuna 2
" AKTyaTBHOCTS
VToun8HHbIe BO3MOMKHOCTH )
P HCITOIb30BAHH
HapymuTeneil u HanpasieHus
(IpUMeHeHus) JyIs OGocHoBanue oTCYTCTBHS
aTak (COOTBETCTBYIOLHE
TOCTPOCHHUS H
aKTyaJIbHbIE YTPO3bI)
pean3anmu aTax
| 2 3
I. Ilposenenne araku mpu Heakryamsno [IpoBoasTes paborer mo noabopy nepcoHaia;
HAXOXk/ICHUH B TIpeIeax [PE/ICTABUTENIH TEXHUYECKUX,
KOHTPOJIMPYEMOM 30HbI 00CITyKHBAIOIIUX U APYIHX

BCIIOMOIaTeJIbHBIX ¢y 0 1pu pabote B
IIOMCIICHUAX (CTONKAX), [7Ie pacIoJ0KeHbI
CK3WU, u coTpyanuku, He sSBASIOMMecs
none3oBarensmu CK3U, naxonsares B 51ux
TIOMEIIEHUSX TOJILKO B IIPHCYTCTBHH
COTPYAHHUKOB I10 SKCILTyaTalluy;
COTPYIHHKH, SBJIAIOIINECS MTOJIb30BATEISIMH
UCII/IH, HO He sBAsIOMMEcs
noms3osarensmu CK3U,
TNIPOHH(pOPMHUPOBAHEI O NIPAaBUIAX PaGOTHI B
WCI1H u oTBeTCTBEHHOCTH 3a
HeCOOIIIONeHHe TIpaBHIT 06ecedeHns
Oe3onacHoCTH MH(OPMAaHK;

noss3oBarenn CK3HU npoundopmupoansl o
npasuiaax paborst 8 UCIT/{u, npaBunax
pabotel ¢ CK3U u oTBETCTBEHHOCTH 32
HECOOIIOIeHHE MPaBuII 00ecreYeH s
Oe3onacHocTH uHpOpManuu;

[IOMELICHHUS, B KOTOPBIX PACIOJIaraloTCs
CK3H, ocHamens! BXonHBIMH JIBEPBEMH C
HAaJEIKHBIMH 3aMKaMH, 00eCIIeueHo
ITOCTOSTHHOE 3aKPEITHE JIBEpei NOMeIIeH I
Ha 3aMOK, ¥ HX OTKPBITHE OCYILECTBIILETCS
TOJIBKO JJIsl CAHKITHOHHPOBAHHOTO

poxoza;

YTBEPKJICHBI IpaBUIIa JOCTYIIA B
noMetnenus, rae pacnonararorcs CK3U, B
pabouee u Hepabouee BpeMs, a Takke B
HEIUTATHBIX CHTYaLHsIX:,

YTBCPXKICH NEPEYCHD JIHL, HMEIOLIHX PaBO
AOCTyNa B IOMEIIECHUS, I7I€ PACIIOIArar0TCs
CK3U;

OCYIICCTBIAETCS pasrpaHuueHHe H KOHTPOJIb
J0CTyIIa IOJL30BaTeNeH K 3alMIacMBIM




pecypcam;
OCYIIECTBIIACTCS PErHCTPALUS U yyeT
NEeUCTBHH MOJIBb30BaTeNEH ¢ [11H;
OCYILECTBIACTCA KOHTPOJIb IIEJIOCTHOCTH
CPEACTB 3aLHTHI;

Ha APM 1 cepBepax, Ha KOTOPBIX
ycranosnens: CK3H, uenonbsyrores
cepruduuupoBannsie C3U or
HCCaHKIMOHHPOBAHHOTO I0CTYNA (1ajee -
HCJI):

HCIIONB3YIOTCS CEPTH(GHIHPOBAHHEIE
CPEACTBA aHTUBHPYCHOM 3aIIHTEI

2. IIpoBenenue arax Ha srarme Heaxryansno [IpoBonsites paGoter mo nobopy mepconana:
akcruryarauuu CK3U na Aoxymenranust Ha CK3U xpanures y
ClIenyromue OObeKTHI: OTBETCTBEHHOr0 3a CK3U B MeTanmmuueckom
nokymeHTamuo Ha CK3U u ceiide;

KOMITOHeHThI CD; [IOMCILIEHHS, B KOTOPBIX PacloararoTcs
MIOMEIIEHHS], B KOTOPBIX Aoxkymenrauus Ha CK3HU, CK3U u
HAaXOIMTCS COBOKYIIHOCTD KoMIIoHeHTh! CD, 0CHAEHB! BXOIHBIMH
MPOrpaMMHBIX JBEPbMH C HAJIeKHBIMH 3aMKaAMH,
TEXHUYECKUX IJIEMEHTOB 00€CIIeYeHO IIOCTOSHHOE 3aKPhITHE JiBepeii
cucTeM 00paboTKH MIOMEIICHHUH Ha 3aMOK, M UX OTKPBITHE
JAHHBIX, CIIOCOOHDBIX OCYUIECTBIISIETCS TOJIBKO VIS
(DyHKIIHOHUPOBATE CaHKLIHOHHPOBAHHOTO MPOXOIA;
CaMOCTOATEIBHO HUIIH B YTBEPIKJIEH NIEPEYEHB JIML, HMEIOLIHX TIPABO
COCTaBe CpelCTB JI0CTYIIa B TIOMEIEHHUS

BBIYUCITHTENBHON TEXHUKHU

(nanee - CBT) u CO

3. [lomyyenue B pamkax AKTyanbHO

NPENOCTABIEHHBIX
TTOTHOMOYMH, a TAKXKe B
pesynbrare HaboneHH M
crenyroumei nupopmanuu:
CBEICHMI 0 Pu3MYecKHX
MEpax 3amuTel 00BEKTOB, B
KOTOPBIX pa3MelleHbl
pecypcel
HH(POPMALMOHHOI
CHUCTEMBI,

CBEJICHUH O Mepax Mo
obecrnieuennio
KOHTPOJIHPYEMOMH 30HBI
00BEKTOB, B KOTOPBIX
pa3MeIleHs! pecypehl
MH(QOpMALMOHHOIH
CHCTEMBI;

CBEJ/IEHHH 0 Mepax 1o
PasrpaHHyuCHHUIO 0CTyMa B
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IOMELUEHHS, B KOTOPBIX
Haxoxarcsa CBT, ua
KOTOPLIX peann30BaHbl

CK3U u CO

4. Mcionb3oBanue mraTHbIx AKTyanbHO

cpeacts UCIIx,

OTPaHHYEHHOE Mepamu,

peaTM30BaHHBIMHU B

HH()OPMaHOHHOM

cUCTeMe, B KOTOPOH

ucnonssyercs CK3HU, u

HanpaBJICHHBIMH Ha

]'[pE,I[OTBan.LeHHe H

IpeceyeHne

HECAHKIIHOHMPOBAHHBIX

JEeHCTBUI

5. ®usnyeckuii gocTyn K HeaxktyansHo [TpoBozstest paGoTh! Mo noabopy nepcoHaa;

CBT, na kotopsIx TIOMEIIEHHUS, B KOTOPBIX pacnonaraiorcs CBT,

peanusoBanbl CK3U u CO Ha KOTOpEIX pacnonaratoress CK3U u C,
OCHAIIEHBI BXOJHBIMH JIBEPbMH C 3aMKaMH,
00ecCIeYnBaETCs IOCTOSHHOE 3aKPBITHE
ABEpel MOMEIeHH T Ha 3aMOK U UX OTKPBITHE
TOJIBKO 11l CAHKLIHOHHPOBAHHOTO IIPOX0ZIa

6. BoamoxknocTts Heakryansno IIpoBomsiTest paGoTh Mo nondopy nepconana;

BO3/IE}CTBOBAThL Ha [IOMEIICHHUS, B KOTOPBIX PACIIONAratoTCs

annaparHble KOMITIOHEHTBI CK3U u CD, ocHaleHbl BXOIHBIMH JIBEPEMH

CK3U u C®, orpannyennas C 3aMKaMu, 00ECIIEYHBAETCS TIOCTOSHHOE

MepaMH, peaTH30BaHHBIMH B 3aKpBITHE ABEpei MoMeLIeHHH Ha 3aMOK H MX

HH(OPMALIHOHHOM CHCTeMe, OTKPBITHE TOJILKO [UUISl CAHKITHOHHPOBAHHOIO

B KOTOPOH HCIIONIBb3yeTCH npoxoza;

CK3H, u HanpasieHHbIMH Ha NPEJCTABUTENIH TEXHHUECKHX,

NpPEeOTBPALICHHE U 00CITy)KHBAIOIIHX M JAPYTHX

npeceyeHne BCIIOMOTATeJIbHBIX CIIyXK0 IpH paboTe B

HECAHKIIHOHUPOBAHHBIX IOMEIIEHHSIX (CTOMKAX ), [Ie PaclOIOKEHbI

JefcTBHi xoMnoneHTs! CK3U u CO, u COTPYAHHKH, HE
ABJsonMecs mons3oBareasmu CK3U,
HaXoaATCs B 9THX IIOMELICHHSIX TOIBKO B
IPUCYTCTBHHU COTPYAHHMKOB I10 KCILTyaTaIlHH

7. Co3pmanue criocoGos, HeaxtyansHo He ocymecteiserca o6paGorka CBEIICHHH,

TIOATOTOBKA U IIPOBEICHHE
aTak ¢ IpHUBJICYEHHEM
CIICLHAJINCTOB B 00J1aCcTH
aHajimsa CHI'HAJIOB,
CONPOBOKAAIOIIHX
¢yuxunonuposanue CK3U u
Cd, u B 061acTu
UCIIOIL30BAHH [T
peanu3annu arak HJIB

COCTABJISIIOLIUX OCYIAPCTBCHHYIO TalHY, a
TaKKe HHBIX CBE/ICHHI, KOTOPBIE MOTYT
IPEACTABNIATE HHTEPEC IS PeaTH3aliK
BO3MOXHOCTH;

BLICOKas CTOMMOCTB M CJIOKHOCTD
TIO/IrOTOBKH PEATH3allHH BO3MOKHOCTH;
POBOAATCsE pabOTHI 10 TOAGOPY MepcoHaa;
NOMEIIEHHS, B KOTOPBIX PacHOIararoTcs
CK3U u C®, ocHaueHsl BXOIHBIME JIBEPEMH
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C 3aMKaMH, 00eCIIeYHBAETCS IOCTOSHHOE
3aKpBITHE JIBEpel MOMEIEeHHH Ha 3aMOK M HX
OTKPBITHE TOJILKO /ISl CAaHKIHOHHPOBAHHOTO
1Ipoxoa;

[PEICTABUTEIIN TEXHHYECKHX,
00CIy:KHBAIOIMX H Jpyrux
BCIIOMOTaTeNILHBIX Ciyx0 npu pabote B
MOMCIICHHUAX (CTOHKAX), /1€ PaCIOIOKEHbI
KomnoneHnTsl CK3U u CO, u COTPYAHHKH, HE
ABISIOIIMeEcs nons3oBarensmu CK3U,
HaXOIATCS B 9THX MOMENIEHHSIX TOJIBKO B
[PHUCYTCTBHH COTPYAHHUKOB IO 3KCILTyaTAINH;
OCYLICCTBIISIETCS pasrpaHUIeHHE H KOHTPOIIb
AOCTyIa MOJIb30BaTelIeH K 3alliaeMbIM
pecypcawm;

OCYIUCCTBIIACTCS PETHCTPALIAS U yUeT
JICHCTBHH MONb30BaTeIei;

na APM u cepBepax, Ha KOTOpbIX
ycranosieHsl CK3M: ucnione3syrores
cepruduunposantsie C3U ot HCJT:
HCIIOJIb3YIOTCS CEPTHOULUPOBAHHEIE
CPECTBA AHTHBUPYCHOM 3aIIUTHI

8. IIpoBenenue Heakryanbno He ocymecrsusiercs 06paGorka CBCIICHHUH,
1abopaTopHBIX COCTABIISIOIMX IOCYNapCTBEHHYIO TaliHy, a
uccrenosanuii CK3H4, TaK’Ke HHBIX CBEJCHHH, KOTOPBIE MOTYT
UCITOJIb3YEMBIX BHE TPE/CTABIISATE MHTEPEC sl PeaTM3aLHH
KOHTPOJIHPYEMOM 30HEL, BO3MOJKHOCTH;

OrpaHH4YEHHOE MEPaMH, BBICOKAsi CTOMMOCTB M CJIOKHOCTH
PEaTM30BaHHEIMH B NOAITOTOBKH peaM3alii BO3MOYKHOCTH
HH(DOPMAITHOHHOMH

CHCTEME, B KOTOPOM

ucnonsszyercs CK3U, u

HarpaslIEHHBIMU Ha

IIPeOTBpAILCHHE H

npeceyeHne

HECAHKIIHOHUPOBAHHBIX

JACHCTBHIA

9. IlpoBenerue pabot o Heakryansno He ocymecrsiserca o6paGorka CBEJICHMIA,

CO3JTaHUIO CITOCO00B U
CPEICTB araK B HAy4YHO-
UCCIIEN0BATEILCKAX
LIeHTpax,
CICUHATIM3UPYIOIINXCS B
o0nacTu pa3paboTku u
aHanusa CK3U u CO, B
TOM YHCJIE C
HCIIOJIb30BAHUEM

COCTABIIAIOIMX FOCYNAPCTBEHHYIO TaliHy, a
TaloKe HHBIX CBEJICHUH, KOTOPBIE MOTYT
NPCACTABIAT HHTEPEC AT pealu3alun
BO3MOXKHOCTH;

BBLICOKasi CTOMMOCTb H CJIOKHOCTH
[IOATOTOBKH pealH3aiyi BO3MOKHOCTH
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HCXOJIHBIX TEKCTOB

Bxojero B CQ

npukiaggoro 10,

HETOCPEACTBEHHO

HCIIOJIE3YIOIIErO BBI30BbL

IIPOrpaMMHBIX (PYHKIUIH

CK3H1

10. Co3nanue crnoco6os, Heaxtyansno He ocymecrrisiercs o6paGorka cenenmii,

IIOATOTOBKA M IIPOBEICHUE COCTaBIISIOLIMX IOCYIapPCTBEHHYIO TaifHy, a

aTaK ¢ IpUBIEYECHUEM TAKKE UHBIX CBEACHHUH, KOTOPBIE MOTYT

CHCLHAIMCTOB B 00/1aCcTH IPEICTaBIIATh HHTEPEC ISl PeaTH3aIHu

HCIONb30BaHUS JUIs BO3MOXKHOCTH;

peanusanuu arak HJ[B BBICOKAsI CTOUMOCTE H CJIOKHOCTE

cucremyoro [10 TIOArOTOBKH peajiu3alii BO3MOXKHOCTH,
POBOIATCS paboThI 110 IOAGOPY MepcoHaa;
TIOMELIEHHUS, B KOTOPBIX PACIOIararTcs
CK3U u C®D, ocHaleHs! BXOAHBIMH JIBEPBMH
C 3aMKaMH, 00€CIIEYHBACTCsI TOCTOSHHOE
3aKpBITHE JIBEPEH MOMELIEHUH Ha 3aMOK M HX
OTKPBITHE TOIBKO TSl CAHKL{HOHUPOBAHHOI'O
1Ipoxona;
NPEACTABUTENIH TEXHUYECKHX,
00CITy/KHBAIOLIMX U APYIUX
BCIIOMOTaTeNbHEIX CTy:K0 npu paboTe B
TIOMEIIEHUSIX (CTOHKAX), I7Ie PacIONOKEHBI
komnonentbl CK3U u C®, u corpynuuku, ne
ABJISIOIIMECs nob3oBarenamu CK3U,
HAXOIATCS B 9THX ITOMEIIEHHSX TOJIBKO B
IPHCYTCTBHH COTPYIHUKOB 110 IKCILIyaTalHH,
OCYIIECTBIIACTCS pa3srPaHHYEHHE H KOHTPOITb
A0CTyIa NOIB30BATENCH K 3alIHIaeMbIM
pecypcam;
OCYIIECTBIISCTCS PETUCTPALKS H YYeT
NEHCTBHI Monb30Bareneii;
Ha APM u cepepax, Ha KoTOpbIX
ycranosiensl CK3H, ucnonssyrores
cepriduumposannsie C3U or HCI:
HCIIONB3YIOTCS CEPTU(HLIUPOBAHHEIE
CPEACTBA AaHTHBUPYCHOMN 3aIUTHI

11. BoamoxknocTth Heaxrtyansno He ocymecrpnsiercs o6paGorka ceenenmit,

pacrojlarath CBeJIeHUSMH, COCTaBIIAIOLIMX OCYAAPCTBEHHYIO TaiHy, a

COIEPIKALIUMHCS B TAaKHKE UHBIX CBEJICHUI, KOTOPBIE MOTYT

KOHCTPYKTOPCKOIi NPEACTABIIATE HHTEPEC IS peaIu3auu

JTOKYMEHTALUK Ha BO3MOKHOCTH

annaparHele U IPOTrpaMMHbIe

KOMITOHEHTEI CP

12. Bo3mokHOCTE Heakryansno He ocymectsisierest o6paGorka cBenenwmi,

BO3JEHCTBOBATH HA JIIOOLIE

COCTABIIAIOUINX FOCYIapCTBEHHYIO TalfHy, a
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xomroHeHnTel CK3H u CP TAKXe MHBIX CBEJICHUH, KOTOPBIE MOTYT
IIPENCTABIIATE MHTEPEC U1 peaH3aluu
BO3MOKHOCTH

4. Onpeienienre akTyanbHEIX yrpo3 6e30MacHoCTH NePCOHAJIbHBIX TaHHBIX B
HH(OPMALHOHHBIX CHCTEMAX MePCOHATBHBIX TAHHEIX

4.1. Ha ocHoBe nposeseHHOro amanmsa 6anka JA@HHBIX yrpo3 0Ge3omacHOCTH
uHpopmamu  (www.bdu.fstec.ru) ¢ Y4ETOM  CTPYKTYpPHO-(pYyHKIIHOHAIBHBIX
XapakTepHCTHK TuNoBbiX WMC, a TakKe NpuUMeHAEMBIX B HUX MH()OPMaLIMOHHBIX
TEXHOJIOTUH U 0COOEHHOCTeiH byHkuronuposanus, B YC ViipaBneHus: MoryT GBITH
aKTyaJIbHBI ClIeytolme yrpossl 6esonactoctd MCIT/u:

YBH.3 Yrposa ananusa kpunrorpaduyeckux QJITOPUTMOB U UX peaIu3alllu;

YbH.4 Yrposa anmaparroro cGpoca napouist BIOS;

YBI.6 Yrposa BHeIpeHus Ko/l HIIH JaHHBIX,

YBHW.7 Yrposa BosaeiicTBust Ha [IPOrpaMMBel ¢ BEICOKMMH NTPUBHJIETHAMU;

YBU.8 Yrposza BoccranoBnenus ayTeHTU()UKALMOHHOM HHpOPMAIHK;

YBH.9 Yrposza Boccranosnenus Npe/bIayIIeH ys3BuMoii Bepcuu BIOS;

YBH.12 Yrposa JIECTPYKTUBHOI'O H3MEHEHHUS KOH(UTypaLuu/cpe sl
OKPYKEHHSI IIPOrPaMM;

YbU.13 Yrposa  meCTPYKTMBHOIO  HCMOTB30BAHMUS JE€KJIapUPOBAHHOTO
¢ynkuuonana BIOS;

YBUM.14 Yrposa  JUITENBHOTO  yIepaHHS — BBIYHUCIHTENBHBIX pecypcos
T0JIb30BATEJISIMU;

YBU.15 Vrposa pgoctyna x 3amuiaeMbiM daiinam ¢ wucnons3oBaHHEM
O0XOIHOTO ITyTH;

YBW.16 Yrposa nocryna k noxansHeM aiinam cepsepa npu nomoum URL;

YbH.17 Yrposa nocryna/nepexsara/mamenenus HTTP cookies;

YBU.18 Yrposa 3arpysku HewratHoii OllepalldiOHHOM CHCTEMBI;

YBU.19 Vrposa 3apaskenus DNS-kerna;

YBUW.22 Yrpo3a u36bITOUHOrO BBIIEIeHHS OIIEpaTUBHOM MaMsTH;

YBUW.23 VYrpo3a u3sMeHeHHs: KOMIOHEHTOB CHCTEMBI;

YBI.26 Vrposa uckaxenus XML-cxembr;

YBU.27 Vrposa wuckaxeHHs BBOIUMON u BBIBOZAUMOM Ha nepudepuiinse
ycTpoiicTsa HH(opMaruu;

YBU.28 Yrposa ucnons3zosanus aJIbTCPHATUBHBIX ITyTeH JOCTyIa K pecypcam;

YBM.30 Yrposa HCII0JIb30BaHHUS MH(pOpMaLUH uneHTudGuKamu/
ayTeHTH(UKALUH, 3aJaHHOM 110 YMOIYaHUIO;

YBU.31 Vrposa Ucrosb30BaHUST MeXaHU3MOB aBTOPU3ALMUM I ITOBBIIIEHUS
MTPUBUJIET U,

YBI.32 VYrposa ucnonb3oBaHus nomiepHbIX uupposeIX oamucei BIOS;

YBW.33 Yrposa ucnons3osanug cinadocreii KOIUPOBAHUS BXO/IHBIX JaHHBIX;
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YBU.34 Yrposa ucnonszopanus cnabocTelt IIPOTOKONIOB ceTeBoro/ JIOKaJILHOI'O
00MeHa JaHHBIMY;

YBU.36 Yrposa ucciieioBanus Mexanusmon paboTeI rporpaMMbi;

VBU.37 VYrposa ucenenosanus IPHJIOKCHHUSL Yepe3 OTYETHI 06 omuOKax;

YBU.39 Vrposa ucuepnanus 3anaca KIIIO4YeH, HeOOXOAUMBIX 1JIi OOHOBIICHHMS
BIOS;

YBU.41 VYrposa mexcaiitosoro CKPUIITHUHIA;

YBI.42 Yrposa MexcaiiToBoii MOJJICJIKY 3ampoca;

YBH.45 Yrposa HapyIeHns uonsiuu Cpenel ucnonuenus BIOS;

YBU.49 Vrposa Hapyuienus 1emoctHocty JAHHBIX Kella;

YBUM.51 Yrposa HeBo3moxHOCTH BOCCTaHOBIIEHUsI ceccur paboTsl Ha [IIBM
IIpH BBIBO/IE U3 IIPOMEKYTOUYHBIX COCTOSHHIA IIUTaHHS;

YBW.53 Yrposa HeBO3MOKHOCTH YIpaBIeHUs NpaBaMu nons3oBareneii BIOS:;

YBU.59 Vrposa HEKOHTPOJIMPYEMOI0  pocTa YmHcia 3ape3epBUPOBAHHBIX
BBIYHCIINTENILHBIX PECYPCOB;

YBH.62 Yrposza HEKOPPEKTHOTO HCIIONB30BAHUS TIPO3PAYHOLO IPOKCH-CEpBepa
3a c4€T IIaruHoB Gpaysepa;

YBH.63 Vrposa nekoppekTHoro HCIIONB30BaHMS (DYHKIMOHANA TPOrPaMMHOTO
obecrnieueHus;

YBU.67 Yrposa HCIIDABOMEPHOTO ~ O3HAKOMJICHHSI € 3al[MIaeMoii
uHdopmMarmeii;

YBU.68 Yrposza HEIIPaBOMEPHOI0/HEKOPPEKTHOIO UCIIONb30BAHMUS HHTep(eiica
B3AUMOJICHCTBHS C ITPUIIOKEHHEM;

YBU.69 Yrposza HCTIPABOMEPHbIX ICHCTBHI B KaHAJIAX CBSI3H;

YBHN.71 Yrposa HECAHKIMOHMPOBAHHOTO  BOCCTaHOBICHUS  yHAJIEHHOM
3aIMLaeMoi HHGopmanuy;

YBW.72 VYrpo3za HECAHKIIMOHUPOBAHHOI'O BBIKIIOYEHHUS MITH 06X0/1a MEXaHH3MA
3aIUTHI OT 3anucu B BIOS;

YBU.74 Vrposa HECAHKLMOHMPOBAHHOTO JIOCTYNAa K ayTeHTHMDHKALHOHHOI

vH(popManuy;

YBU.86 VYrposa HECAaHKIHOHUPOBAHHOTO H3MEHEHUSI ayTEeHTH()UKAMOHHOH
HMHbOpMalHu;

YBWN.87 VYrposa HECaHKIIMOHUPOBAHHOI'O HCIIOJIb30BaH U

IpUBHIICTHpOBaHHbBIX (yHKIMI BIOS;

YBHN.88 Yrpoza HECAHKIIMOHUPOBAHHOIO  KONHPOBAHUA  3aIMIIAEMOii
HUH(pOpMAaIHH;

YBU.89 Yrposa HECAHKLMOHMPOBAHHOTO PEAAKTUPOBAHHS PeecTpa;

YBH.90 Yrposa HECAHKIIMOHUPOBAHHOIO  CO3NAHUS  YYSTHOM  3aIlHCH
MOJIb30BaTe]Is;

YBU.91 Yrposza HECaHKLIHOHUPOBAHHOTO yaaleHus 3aLIHIIaeMOMH
UH(pOpMaLHHy;

YBU.93 Vrposa HECAHKIIMOHUPOBAHHOIO yIpaBiIeHus Gydepom;



13

YBH.94 Yrposza HECAHKLHOHMPOBAHHOTO  yIPABICHHSI CUHXPOHM3AMEH u
COCTOSIHHEM;

YBN.95 Vrposa HECAHKIIHOHMPOBAHHOTI'O YIIPABIICHHUS yKazareisiMu;

YBU.98 Vrposa  obuapyxenus OTKPBITBIX ~ TOPTOB W  HMACHTHU(HKALUH
NIPHBA3AHHBIX K HEMY CETEBbIX CIIYkKO;

YBI.99 Yrposa obuapyxenus XOCTOB;

YBHM.100 Yrposa  o6xona HCKOPPEKTHO  HACTPOEHHBIX  MEXaHHU3MOB
ayTeHTU(DHKALUY;

YBH.102 Vrposa OIOCPEI0BAHHOIO YNPABIeHUS TPYIION [porpamMm 4epes
COBMECTHO MCIIONL3yeMBIE JaHHbIE;

YBH.103 Yrposa onpenesnenus THIIOB 06mexTon 3aIlUTEHI;

YBH.104 Yrposa onpenenenus Tononoruu BBIYUCITUTEIILHOU CETH;

YBH.107 Yrposa oTkimouenus KOHTPOJIBHBIX JaTYHKOB;

YBU.109 Yrposa nepe6opa seex HaCTPOGK U MMapaMeTpOB MPUIIOKEHHSL;

YBU.111 Yrpo3sa nepenauu JaHHbIX 110 CKPBITBIM KaHajaM;

YBM.113 Vrposa 1ICpe3arpy3ku  alllapaTHBIX U MIPOrpaMMHO-aMMaPaTHBIX
CPEICTB BBIYUCIUTEILHOM TeXHHKH;

YBU.114 Yrposa nepenonHeHus He09ncIeHEEX TIEPEMEHHBIX;

YBU.115 VYrposa nepexsara BBOIUMON u BBIBOZIMUMOW Ha nepuepuiiHbIe
YCTpOiicTBa HHMOpMaIHY;

YBU.116 VYrposa nepexsara A@HHBIX, IIepe/laBaeMbIX I10 BBIYUCIHUTEILHOL
CeTH;

YBU.117 Vrposa nepexsara IPUBHJIETHPOBAHHOTO MMOTOKA;

YBU.118 VYrposa nepexsara IIPUBUIIETUPOBAHHOTO TIPOIECCa;

YBH.121 Yrposa noBpexieHns cHCTeMHOro peectpa;

YBU.122 Yrposa noesimenus [IPUBUJIETHIA;

YBH.123 Vrposa nox6opa naposs BIOS:

YBW.124 Yrposa nomyienku 3anucei KypHaJla perucTpanuu coObITHI;

YBI.127 Yrposa nonmens! feifcTBUS MOIb30BaTes nyTém obMaHa;

YBH.128 Vrposa nojmens! JIOBEPEHHOIO MOJIL30BATESI;

YBH.129 VYrposa nommens PE€3EPBHOH KOMHM MPOrpaMMHOr0 obecrneyeHus
BIOS;

YBH.130 Vrposa nommens COAEPKUMOrO CETEBBIX PECYPCOB;

YBU.131 Yrposa noamMens CyOBeKTa CeTeBoro nocryma;

YBU.132 Vrposa nonyuenus NpeABapUTeNIbHON HHpOpMalK 006 06BeKTe
3aLUUTEI;

YBU.139 Vrposa npeononenus (usryeckoi 3amuTer;

YBU.140 Vrpoza  npuBemenuss  cucrembl B COCTOSIHHE  «OTKaz B
00CITY)KUBAaHUMY

YBW.143 Vrposa nporpammuoro BBIBCJICHUA M3 CTPOsl CPENCTB XpaHEeHHs,
00paboTku u (uin) BBOJIa/BBIBO/IA/TIepeiadn UH(OpPMALUu;

YBW.144 Yrposa nporpamMmmuoro cOpoca naposst BIOS;
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YBH.145 Vrposa  mpomycka IPOBEPKH  LEJIOCTHOCTH  HPOrPaMMHOIO
obecrnievenus;

YBU.149 Vrposza c6os  o6paborku CIICUUalIbHBIM  00pa30oM H3MEHEHHBIX
(aiisos;

YBU.152 Yrpoza YHAQICHUS ay TEHTU()DUKAITHOHHOH HH(pOpMaIUH;

YBU.153 Vrpoza ycunenus Bosmelicrsus ma BBIYMCIIMTCIIbHBIE PECypChI
[OJTb30BATEICH MPH IOMOLIK CTOPOHHHX CEepBepOB;

YBU.154 VYrposza ycraHosku YA3BHMBIX BEpCHI OOHOBIIEHHUS IIPOrPAMMHOIO
obecrieuenus BIOS:

YBU.155 Yrpo3a yTpaTsl BEIYUCIUTEIbHELX pecypcos;

YBW.156 Yrposa yTpartsl HOcHTe el HH(pOpMaIHH;

YBU.157 Yrposza ¢usnueckoro BiBeneHus u3 CTPOsL CPENCTB XpaHEHHsl,
00paboTKu u (Win) BBOJa/BbIBONIA/NIepeiadr UH(OPMALHK;

YBW.158 Yrposa GopmarupoBauus HocuTenei UHpOpMaLUY;

YBU.159 Vrpoza «(opcUpoBaHHOTO Be0-Opay3uHray;

YBU.160 Yrposa xwuinenus CPCACTB  XpaHeHHs, oOpaboTku u (uim)
BBOJIa/BbIBOJIA/TIepe1adl HHDOPMALIHH;

YBU.162 Yrposa skcrutyaranuu LM (POBOH MOAMKCH IPOrPaMMHOI0 Koza,

YbU.163 Yrposa nepexsata HCKITIOUEHHMS/CHIHANA I3 [PUBUIIETUPOBAHHOIO
Onoka (yHKLMIA;

YBU.167 Yrposa 3apaxerus KOMITbIOTEpa MPH MOCEIICHUH HebmaroHanéKHbIX
CalTOB;

YBU.168 Yrposa «Kkpasku» yuéTHOM 3amucu J0CTyIa K CETEBBIM CEPBHCAM;

YBU.170 Yrposa HEIIPaBOMEPHOTO MM (pPOBaHHUS HHPOPMALIHH;

YBU.171 Yrposa CKpBITHOrO BKJIIOYEHMS] BBEIYMCIIUTEIIBHOIO YCTPOHCTBA B
cocras 0oT-ceTH;

YBU.172 Vrposa pacnpocTpaHeHus «o4TOBbIX yepBeiin;

YBH.173 Yrposa «cnamay BeO-cepBepa;

YBH.174 Yrposa «dpapmusray;

YBU.175 Yrposa «uiunray;

YBH.176 VYrposa HapyLICHUs TEXHOJIOI'MYECKOI0/TIPOU3BOICTBEHHOTO
fporecca n3-3a BpeMCHHBIX 33/IePIKEK, BHOCHMBIX CPEIICTBOM 3allHTHL;

YBU.177 Yrpoza HenoaTBepkIEHHOTO BBOAA NAHHBIX OIepaTopoM B CUCTEMY,
CBSI3aHHYIO ¢ 0€30MaCHOCTBIO;

YBU.178 Yrposa HeCaHKIMOHHPOBAHHOIO HCIIOIL30BAHMS CHCTEMHBIX W
CETEBBIX YTHIINT;

YBU.179 Yrposa HECAHKIIHOHHPOBAaHHOH ~ MOAM(DMKALUY  3aINUINAEMOH
MH(pOpMaLHH;

YBU.180 Yrposa orkasa noxcucreMs! obecrneuens TEMIICPaTyPHOIO PEIKUMA;

YBH.181 Yrposa nepexsara OZHOPA30BLIX IMapOJICHi B PEKHME pPeanbHOro
BPEMEHH;

YBU.182 Yrposa ¢uzudeckoro YCTapeBaHUs alNapaTHLIX KOMIIOHEHTOB;
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YBU.183 Vrposa nepexsara YIPABIICHNS aBTOMAaTU3HPOBAHHOW CHCTEMOLH
YNPaBIICHUS TEXHOIIOTHYECKUMH TIPOLIECCAMMU;

YBHM.185 Vrposa HCCAHKLHOHMPOBAHHOIO U3MEHEHHS [1apaMeTpoB HACTPOHKH
CPEICTB 3alUTHl UH(POPMAITHH;

YBH.186 Vrposa Buempenus BPEZIOHOCHOTO KOZla Yepe3 peKiaMmy, CEpPBUCHI H
KOHTEHT;

YBH.187 Yrpoza HCCAHKIIHOHUPOBAHHOIO BO3IEHCTBUS HA CPEeICTBO 3aIlUTHI
UHDOpMaIK;

YBU.189 Yrposa mackuposanus neiicrsuii BPEJIOHOCHOTO KOZa;

YbU.190 Vrposa Brenpenus BPEAOHOCHOrO KoJa 3a CYeT IOCeleHHS
3APAKEHHBIX CalTOB B cet UnTeprer;

YBHM.191 Vrposa  BHenpenus BPCIOHOCHOrO  xoza B JUCTPUOYTHB
NPOTrPaMMHOIo obecrieueHus:;

YBU.192 Vrposza  wucnons3osanus YA3BHMBIX  BEpCHMl  IPOrpaMMHOIO
olecredeHws;

YBU.193 VYrposa yreuku MH(QOPMAUK 32 CYET TpUMeHeHHUs BPEIOHOCHBIM
IPOrPAMMHBIM 00€CrIEYeHHEM aIrOPHTMOB i ppoBanus Tpaduka;

YBU.197 Vrpoza  xumenus ayTeHTH()HKAIMOHHOW — mHbOpMAaMM 3
BPEMEHHBIX (aifioB cookie;

YBU.198 Vrposa  ckpbiTHOI PETUCTPALMK  BPEIOHOCHOH  NpOrpaMMHOIM
YHUCTHBIX 3alHCeH aJIMHHUCTPATOPOB;

YBUN.201 Yrposa yTeuyks NOIb30BaTEIbCKHX JAaHHBIX TIPH HUCIOJIB30BAHUHU
(QYHKIMH  aBTOMATHYECKOrO 3aIo/HEeHHUS 8y TeHTHYUKALUMOHHON MH(OpPMAIUKE B
Opay3epe;

YBUN.203 Yrposa yreukw MHQOPMALHUH C He TOAKITIOUCHHBIX K CETH Hnrepuer
KOMITBIOTEPOB;

YbH.204 Vrposa HECAHKIIMOHUPOBAHHOI'O H3MEHEHHS BPEJIOHOCHOM
MpOrpaMMoi 3HaYeHHUi apamMeTpos NpOrpaMMHUPYEMBIX JIOTHYECKHX KOHTPOJIJIEPOB;

YBU.205 VYrpoza napyiuenus paboThl KoMIbIOTEpa 1 0JI0KHpOBaHUA JOCTYyTIA K
€TI0 IaHHBIM H3-33 HEKOPPEKTHOH paboThl YCTAHOBIEHHDBIX HA HEM CPEJICTB 3alUThI.

4.2. Vrposamu 6e30macHOCTH [IEPCOHANIBHBIX JIAHHBIX NpH HX 06paboTke ¢
ucnons3zoBanueM CK3U sansrorcs:

4.2.1. co3nanue crnoco6oB, MOArOTOBKA U NIpOBE/IeHNe aTtaK 0e3 IpUBJIEYCHUS
CHCLMAIICTOB B 00J1aCTH pa3pabOTKU U aHaIu3a CK3U;

4.2.2. co3nanue CIIOCO0O0B, IOJIFOTOBKA U [IPOBEACHUE aTaK Ha pa3TUYHBIX
JTatiax skusHenHoro uukia CK3H. K sranam xusaennoro muxia CK3U OTHOCSITCS:
paspaboTka (MOAEPHM3ALMS) yKA3AHHEIX CPeICTB, MX IPOU3BOACTBO, XpaHEHHE,
TPaHCIOPTHPOBKA,  BBOA B 9KCIIyaTal[HIO (myckonananounsile  paGoTs),
SKCILTyaTalus;

4.2.3. mpoBeieH!e aTaKu, HAXONACH BHE POCTPAHCTBA, B Mpejesax KOTOPOro
OCYMIECTBISIETCS.  KOHTPOJb 3a Mpe6GBhIBAHHEM M NeHCTBHSIMH mmu uo (MIn)
TPaHCIIOPTHBIX  cpejacTB  (najee - KOHTponupyemast  30Ha). [ panwuneii
KOHTPOIMPYEMOIl 30HBI MOXET GOBITh: [ICPUMETD  OXpaHsSeMOH TeppHTOpHH
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OPTaHH3alluy, OrpaXKHAloLIe KOHCTPYKLHH OXpaHsSEMOro 3JaHus, OXpaHIeMOi
HacCTH 3aHH, BBIACICHHOTO [IOMEILCHHS;

4.2.4. npoBesiene Ha sramax paspabotku (MozepHuzanum), IIPOHU3BOJICTBA,
Xpanenns, Tpancriopruposkd CK3W u stame BBOma n skcmryaranuro  CK3U
(IyCcKoHasa 1049 HbIe paboTEhI) caeayOIHX aTak:

BHCCCHNE HECAHKIMOHUPOBAHHBIX M3MeHenuit B CK3U u (MIH) B KOMIIOHEHTEI
AlMIAPATHBIX M MPOrPaMMHBIX CPEICTB, COBMECTHO ¢ KOTOPBIMH  IITaTHO
GyHKIHOHHpYIOT CK3H, B COBOKYIIHOCTH [IpeJICTaBIISIONHE cpeny
dyHkumonnposanus CK3U, KOTOpbI€ CHOCOOHBI IIOBJIMATH HA BBINOJHEHHE
HpenbaideMblx Kk CK3U  tpeGopanmii, B ToM wncie o HCIOJIb30BAaHUEM
BPEIOHOCHBIX [IPOIrPaMM;

4.2.5. npoBejienye arak Ha srarne okcrutyataiuu CK3H Ha:

[IEpCOHANIEHEIE TaHHEIE;

KJIOYEBYIO, ay TEHTH(HUHMPYIOLLYIO U IapONBHYO uHpopmaro CK3U;

IporpaMmMHubie koMitoHeHTh CK3U:;

almaparHele komnonenTsl CK3U;

porpaMMHbIe KomIoHeHTs CO, BK/II0Yas IPOrpaMMHOE 0beCIedeHHe BIOS;

arnrapaTHble KOMIOHeHThl CD;

JaHHBIE, TIEpelaBaeMble 110 KAHAJIAM CBSI3H;

4.2.6. nonyyenue w3 Haxo[sIUXCS B CBOOOJHOM JIOCTYIIeé HCTOYHHUKOB
(BKIIOUAs HHq)OpMauHoHHo—TeneKommyHHKauHOHHme CCTH, JOCTYII K KOTOPHIM He
OTPaHHYCH  ONMPENCNCHHBIM KPYroM JIHL, B TOM YHCJe HH()OPMaIIHOHHO-
TCJICKOMMYHHKaMOHHYIO ceTh «MHTepHeT») undopmarmu 06 UC, B KOTOPOI
ucnonesyercst CK3U. Ipu 3ToM MoxkeT 65T TIoJIydeHa Cleayrowas HHpopMarys:

obmue ceemenus o6 UC, s KOTOpoH ucnonb3yercs CK3U (masuavenwe,
COCTaB, OnepaTop, 00bEKTHI, B KOTOPHIX Pa3MEIeHbI pecypceel MC);

CBEIeHUsT 00 HH(OPMaLMOHHBIX TeXHOJNOrusX, 0azax naHHbIX, AC, 110,
ucnonpsyemerx B MC  cosmectno ¢ CK3M, 33  mCKIIOYeHHEM CBEJICHHH,
CONCPHKAMMXCS TOJILKO B KOHCTPYKTOPCKOH NOKYMEHTALMH Ha HH()OpPMaIIMOHHEIE
TeXHONOruH, 6askl nanHbIx, AC, I10, uenonesyemsle B IC cosmectno ¢ CK3U;

COACPKAHHe  HaxoAsiuedcss B cBOGOAHOM JOCTYIIE JOKYMEHTallUH Ha
alnaparHpie 1 nporpammusie kommnonents: CK3U u Co;

o0lIMe CBEIEHUS O 3alUIAEeMO MH(OPMAaLMH, KCIOJIB3yeMOll B nporecce
akcruryaraunu CK3U;

CBCIICHHA O KaHallaX CBSI3H, 10 KOTOPBIM IHepefaroTcs samuiaemsle CK3U1
NIEpCOHANIbHBIE NaHHbIE (Hajlee - KaHall CBA3M);

4.2.7. npuMeHeHue HAXOAALMXCS B CBOOOIHOM JOCTYyTIE WK UCIIOJIB3YeMEIX 3a
lipe/ienamu KoHTpospyemoii 3ousl AC u I10, Briroyas anrapaTHele U NPOrpaMMHBbIe
KommnoreHThl CK3U u CO;

4.2.8. nomyyenne B pamkax IPEOCTABIICHHBIX [OJIHOMOYMI, a Takke B
pesyinbrare HabmoneHuit cienyroueit nupopmarumu:

CBEICHUH O (DU3MYECKMX MepaxX 3allUTh OOBEKTOB, B KOTOPBIX pa3MelleHb]
pecypcsl VIC;
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CBEJICHMH O Mepax 110 00ecleyeHwm:o KOHTPOJIIUPYEMOI 30HBI 06BEKTOB, B
KOTOPBIX pa3meleHs! pecypest MC;

CBCIICHUH O Mepax II0 pasrpaHHYeHHIO AOCTyNia B IOMELIEHHUS, B KOTOPBIX
Haxonsrest CBT, na kotoprix peanusosans: CK3U u Co;

4.2.9. UCTIONIB30BAHKE  ILTATHBIX CPEACTB,  OIpaHHYEHHOE  Mepamy,
peamisoBanHeMH B MIC, B KOTOpO#l Mcmosb3yercs CK3U, u wanpapneHubiMu Ha
[IPEIOTBpALLICHUE U TIpeceueHue HCCAaHKIIMOHHPOBAHHbBIX JEHCTBUIL.



